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|. INTRODUCTION

Studiesof the Internd traffic atthelevel of network prefixes,
fixedlengthprefixes, TCPflows, AS’s,andWWW traffic, have
all shavn thata very small percemageof the flows carriesthe
largest partof the information. This behaior is commanly re-
ferredto as“the elephats andmice phenanenori.

Traffic engineeing applicatims, suchasre-rauting or load
balancimg, couldexploait this propertyby treatingelephanflows
differently. In this context, thoudh, elephats shouldnot only
contritutesignificantlyto theoverall load,but alsoexhibit suffi-
cientpersistencen time. Thechallengis to beableto examire
aflow’s bandvidth andclassifyit asan elephantasedon the
datacollectedacrossall the flows on alink. In this paperwe
present classificatiorschemeahatis basednthedefinitionof
aseparatia threshdd, thatelephats have to exceal. We intro-
ducetwo single-katureclassificationschemesand showv that
the resultingelephantsare highly volatile. We then propose
a two-featureclassificationschemethat incomporatesemposl
charactesticsandshaw thatthisapprachis more successfuih
isolatingelephantshatexhibit consisteng - thusmaking them
moreattractie for traffic engineringapplications?.

Il. METHODOLOGY

We use paclet tracesand BGP tablescollectedin the core
of the Sprint’s Tier-1 IP backlmnenetwork. We presentesults
from two differet OC-12links, from onePoPon the eastand
the west coastof the USA respectiely?. The links usedare
two hopsaway from the periptery of the network, andtraffic
is capturedon its way towards the core. Therdore, traffic to-
wardsspecificdestinatios shouldexhibit a sufficient level of
aggegation

Sinceour intenced applicationis intra-domaintraffic engi-
neeriry, we choseasthe flow grarularity the one of the BGP
destinationnetwork prefix. Our methalology focuseson the
identification of thoseflows that contritute high volumes of
traffic consistentlyover time. Let ¢ denotethe index of a net-
work prefix flow, i.e., a BGP routing tableentry Let r dende
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the length of the time intenal over which measurenms are
taken. Timeis discretizednto thesdantenals,andn is theindex
of timeintenvas. We defineX;(n) to betheaverag bandwidh
of thetraffic destinedo a particulametwork prefix: during the
ntP time slotof lengthr. We use5 minutes asour default mea-
suremetintenal. Similarresultswereobtairedfor - = 1 min,
andr = 30 mins.

Single Feature Classification Our methoalogy consistsof
two phases) thresholddetectionphase and?2) thresholdup-
datephase.In thefirst phasewe calculatea bardwidth value
v(n) thatseparateshe high volumeflows at interval n. This
valuewv(n) is likely to changewith time alwaysisolatingthose
flows that cortribute the highestamount of informationin each
time intend. In order to usethis threslold to detectelephats
in the next intenvd n + 1 we calculatea new thresholdvalue
#(n + 1), accodingto 9(n + 1) = (1 — B) * 9(n) + B * v(n).
We found thatavalueof g = 0.2 leadsto a sufficiently smooth
o(n +1).

We propase two different technigees to identify the initial
threshdd value, namelythe “aest” andthe “ a-corstantload”
appoach. The “aest” appr@chtakesinto accoun the heavy-
tail natue of the flow-bandwidthdistribution, as obsered in
the collecteddata. It setsthe thresholdvaluein suchaway so
thataflow is charaterizedasaneleptant,only if it is locatedn
thetail of the flow bandvidth distribution. Usingthe aest test
[1] we identify the pointsin the flow bandvidth distribution
thatfollow a power-law, andwe setv(n) equéa to thefirst point
after which suchbehaior canbe witnessed.The “«a-constant
load” technigee requires the setting of an input paraneter a
correspondig to the fraction of total traffic we would like to
placein the elephantlass. The thresholdis setin suchaway
thatall theflows excealingit accoumfor the choserfractionof
totaltraffic. For more detailspleasereferto [2].

The length of time that an elephah remairs an elephatis
both a function of the flow itself and of the classification. It
is a function of the classificationin the sensethata particuar
high-volumeflow will remainin the elephantclassaslong as
the continwally adjustingthresholdstayslower thatits average
bandvidth. Note that the classificationschemeproposedin-
duces thefollowing underlying two-stateproceson eachflow;
I;(n) = 1if i € C} (elephanclass),andl;(n) = 0if i € Cs
(mouseclass).At eachclassificatiortime intenval, the proaess
eithertransitiors to the otherstateor staysin the samestate.

Basedonthis processl;(n), we computefor eachi theaver
ageholding time in the eleplantstateduring thefive hou busy
periad. Our resultsindicatethat elephat flows maintaintheir
statefor surpisingly shortperiads of time; their average hold
ing time is 20-40 minutes.Moreover, morethan1000flows in
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Fig. 1. Elephant statisticsfor two-feaure classifiationscheme.

eachlink becane eleplantsfor justasingleintend.

Two Feature Classification Short-lived elephantflows are
dueto low-volume flows bursting beyond the thresholds(n)
for small periocs of time. In orderto allow flows to expe
rienceshort-tem transitionsacrossthe thresholdwe definea
newv metric, which we call “latent heat”. At eachtime inter
val we calculatethe distancebetweenthe bandvidth achieved
by a flow andthe correspadingthreshdd value,derivedusing
the propsedappoaches‘aest”, andthe “constan load”. We
definethe “latent heat” of a flow asthe sumof thosedistances
in the past12 timeslots,i.e. the previous hour LH ;(n)

iiﬁ_m (X;(t)—10(t)), thusincomoratirg aflow’s persistence
in time asa secondeature.ln eachclassificatiorintenal n + 1,
if LH;(n) > 0,i € Cy, othewisei € C,.

The“latentheat”metrictakesinto accounthow muchabove
or below the thresholda flow hasbeentransmittingthrough
time andreactsto transientmoves above/belav v(n) with suf-
ficient lateng. As a result, shorttransientburstsor dips are
filtered avoiding unrecessaryeclassificatiorof flows.

I1l. RESULTS

Our classificationappoachleadsto a small nunber of ele-
phart flows, accounting for a substantiahmoun of the overall
traffic, while exhibiting sufficient persistencén time. Results
arepreseted for bothlinks andfor bothschemesn Figurel.
Recallthat unde the “0.8-constanioad” schemey(n) is se-
lectedsothat80% of thetotal traffic is apportionedto elephat
flows. Underthe “aest” schemey(n) is selectedasa cut-off
pointin theflow bandwidh distribution.

Figure 1(a) presentshe nurber of elephats identified at
eachtime interval. The westcoastlink correspadsto a link
experiencinga high burstin its utilization during the working
hous. The eastcoastlink exhibits smootherutilization levels
during theday. As aconseqence thenumter of identifiedele-
pharts for the west coastlink underboth schemesexhibits a
similar burstduring theworking houss. For the eastcoastlink,
thenumbe of identifiedelephats evolvesin a smootter fash-
ion during theday Theaveragenunberof elephatsis 600for
thewestcoastlink, and500for the eastcoastlink.

Thefraction of traffic appationedto elephats for bothlinks
anduncer bothschemesxhibits lessfluctuation andis appiox-
imately 0.6 (Figure 1(b)). Eventhough thetargetof the “0.8-
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constah load” schemes to classify eleptantsso thatthey ac-
court for 80%of thetotaltraffic, incorporatingthe“latentheat”
metricleadsto a smallerelephanload,sinceflows classifiedas
elephatsduiing theinitial classificatiorstepturnoutto exhibit
insufficient persistencén time.

Indeedafterincorporatingthe “latent heat” metric,the aver-
ageholding time of anelephat flow increaseso apprximately
2 houss, while the numbe of flows classifiedas eleptantsfor
oneinterval dramaticallydecreaesto appoximately50(Figure
1(c). We believe that classificationschemesuchasthis one,
thatavoid reclassificatiorfor shorttermfluctuatians, identifies
the type of longdived eleptant flows that are goad candidates
for traffic engineeing applications.

Initial obsenationson the charateristicsof elephats reveal
thatthey correspondto networks with prefix lenghs between
/12 and/26,belongng to otherTier-n ISP providers. Although
100/8 networks becameactive duiing the day, only threere-
ceivedtraffic ataratesuficiently highto placethemin theele-
phart class. Therebre, thereis little correlation betweenthe
sizeof anetwork prefix andits ability to actasanelephan

IV. CONCLUSIONS

The idea of isolating elephats for traffic engireeringpur
poseshasbeenwidely propased, but therehasbeenno prior
effort on assessinghe feasibility andissuesinvolvedin doing
so. We propcsea way to define“elephan” flows within a traf-
fic engneeringcontext. Accordirg to the propseddefinition
flows arecharacterizedas“elephants” basedon boththeir vol-
umeandtheir persistencén time. We shav thatwhile single
featue classificationschemesre attractve in their simplicity,
they areinsufficient for mosttraffic engireeringapplicdions,in
thatthey leadto short-lived elephan flows. We shav thatour
“latent heat” classificationschemes capableof detectingele-
pharis charactered by the desiredproperties. Nevertheless,
we conclude thatidentifying elephats imposeschallengsde-
spitetheir heavy-hitter nature.
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