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1 Introduction

This document shows a complete description of MISTY1, which is a secret-key cipher with a 64-bit
data block, a 128-bit secret key and a variable number of rounds n, where n is a multiple of four.

2 Notations and Conventions

2.1 Radix

We use the prefix 0x to indicate hexadecimal numbers.

2.2 Notations

Throughout this document, the following notations are used.

e An element with the suffix (,,) (e.g. z(n)) shows that the element is n-bit long.
e An element with the suffix ;, (e.g. 1) denotes left-half part of z.

e An element with the suffix g (e.g. xg) denotes right-half part of .

The suffix (,,) will be omitted if no ambiguity is expected. See section 2.4 for numerical examples
of “left” and “right”.

2.3 List of Symbols

@ The bitwise exclusive-OR operation.

||  The concatenation of the two operands.
N The bitwise AND operation.

U The bitwise OR operation.

2.4 Bit/Byte Ordering

We adopt big endian ordering. The following example shows how to compose a 64-bit value Lgy)
of two 32-bit values Wj(39) (i = 1,2), four 16-bit values Hy1q) (i = 1,2,3,4), eight 8-bit values Bys)
(i=1,2,...,8), or 64 1-bit values Ejy (i = 1,2,...,64), respectively.

Ligsy = Wisz)||[Wass

Hi16)|[H2(16)| [ H3(16) | | Ha(16)

= By(s)||Bas)l|Bs(s) || Bas)|| Bs(s) || Bs(s) || Br(s) || Bs(s)

= Eiwl|Bal|Esyl|Baqyl| -+ [[Be1(1)|| Es2(1) || Eos(1) || Eoa)
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Numerical examples:

0x0123456789ABCDEF (44)

Ly (32
Lp(s2)

0%01234567 (35
0x89ABCDEF 35

= 0x0123(3

= 0x4567 (1

= 0x89AB(16)

= OXCDEF(y)

By = 0x23(3),

Bssy = OxABg),

Baq) O,

Eoy = Oq),

Ess1) 1(1),

Ego1y = 1),

Es9(1)
Eg3(1)

0x45(3,
0xCD(g),
O(1);
0(1);

L),
1(1),

Bys)
By(s)
Eaq)
Eg(1)

Ego(1)
Eg4(1)
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3 Structure of MISTY1

3.1 List of Functions and Variables

P The plaintext block.
Clea) The ciphertext block.
K (128) The secret key, which is 128-bit long.

KLt(32)?KOU(64)?KIU(48)7KIUW(16) The subkeys of MISTY1 with n rounds.
t=12,....,n+2) (u=12,...,n) (v=12,...,n)
(w=1,2,3)

Y(32) = FL(X(32), K L(32)) The function FL that transforms a 32-bit input X(33) to a
32-bit output Y¥(33) using a 32-bit subkey K L(3s).

Yi32) = FLfl(X(32),KL(32)) The function FL~! that transforms a 32-bit input X(32) to
a 32-bit output Y(32) using a 32-bit subkey KL 33).

1/-(32) = FO(X(32),KO(64),KI(48)) The function F'O that transforms a 32-bit input X(32) to
a 32-bit output Y35 using a 64-bit subkey KO(4) and a
48-bit subkey KI(48)

Yii6) = FI(X(16), K Lyw(16)) The function FI that transforms a 16-bit input X(16) to a
16-bit output Y(16) using a 16-bit subkey K1,y 16)-

Yr) = S7(z(7)) The look-up table S7 that transforms an 7-bit input z(7) to
an 7-bit output y().

Y9) = S9(z(9)) The look-up table S9 that transforms an 9-bit input z (g to
an 9-bit output y(g)-

3.2 Data Randomizing Part

Figure 1 and 2 show the encryption and decryption procedure of MISTY1, respectively. In
MISTY1, for the sake of flexibility of their security level, the number of rounds n is variable
on condition that n is a multiple of four.

3.2.1 Encryption Procedure

Figure 1 shows the encryption procedure of MISTY1 with n rounds. The 64-bit plaintext Pgq) is
divided into the left 32-bit string and the right 32-bit string, which are transformed into the 64-bit
ciphertext C(g4) by means of bitwise XOR operations and sub-functions FO; (1 < i <n) and FL;
(1 <i<n+2). FO; uses a 64-bit subkey KO; and a 48-bit subkey K I;,. F'L; uses a 32-bit subkey
KL;. The key scheduling part generates these subkeys from the secret key K|;2g); see section 3.3
for details of the key scheduling part.
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In the data randomizing part, first the plaintext P4 is separated into Lg(3z) and Rg(3a) of
equal length, i.e., Pgs) = Lo(32)||Ro(32)- Then, the following operations are performed.

For odd rounds (i = 1,3,...,n — 1) we define:

R; = FL{(L; 1,KL;),
L; FLit1(Ri-1,KLi1) ® FOi(R;, KO;, KI;).

For even rounds (i = 2,4, ...,n) we define:

R; = L;,
L; = R; 1®FO;(R;,KO;,KI;).

After the last round, the F'L functions are carried out again;

Rn—l—l = FLn-l—l(LnaKLn—l—l)a
Ln+1 = FLn+2(RnaKLn+2)-

Finally, L, 1(32) and R, 1(32) are concatenated. The resultant value is the ciphertext, i.e.,
C(64) = Lpy1(32)||Rny1(32)- See section 4 for details of the function FO and FL.

3.2.2 Decryption Procedure

The decryption procedure of MISTY1 can be done in the same way as the encryption by reversing
the order of the subkeys and replacing the function FL with the function FL~!.

Figure 2 shows the decryption procedure of MISTY1 with n rounds. The 64-bit ciphertext
C(64) is divided into the left 32-bit string and the right 32-bit string, which are transformed into
the 64-bit plaintext Pg4) by means of bitwise XOR operations and sub-functions FO; (n > i > 1)
and FL; (n+2>14>1).

In the data randomizing part, first the ciphertext C(g4) is separated into L, 1(32) and Ry (32
of equal length, i.e., C(g4) = Lpnt1(32)||Rn+1(32)- Then, the following operations are performed.

For odd rounds (i = n,...,4,2) we define:

R; = FL 'is(Lit1,KLits),
Li = FL 'i1(Rit1,KLiy1) ® FOi(R;, KO;, KI;).

For even rounds (i =n —1,...,3,1) we define:

R; = Ly,
L; = Riy1®FO;(R;,KO;, KI;).
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After the last round, the F'L functions are carried out again:

Ry = FL '3(L,KLs),
Ly = FL Y4 (Ry,KLy).

Finally, Lo and Ry are concatenated. The resultant value is the plaintext, ie., Pgs) =
Lo(32)|| Ro(32)- See section 4 for details of the function FO and FL71.

3.3 Key Scheduling Part
MISTY1 has a 128-bit secret key K(12g), which is subdivided into eight 16-bit values K1, K3, ..., K3

where
K(128) = K1(16) || K2016) || K3(16) | [ Ka(16) || Ks(16) || Ko(16) | | K7(16) || K3 (16) -

A second array of subkeys, K/(1 < ¢ < 8) is the output of F'I when the input of FI is assigned
to K; and the key K1 is set to K;1, where Ky is identified with K3, as shown in figure 7:

(16)
Ké(m) = FI(K2(16)7K3(16))7
K316) = FI(K3(16), Ka(16)),
Kiae) = FI(Kyq6), Ks(16))
Kiq6) = FI(Ks16): Ko(16))
Kgae) = FI(Ke(16): Kr(16))
(16) (16)

The correspondence between the round subkeys KO;;, KI;;, KL;; and the actual subkeys K;,
K is shown in table 1, where 7 is identified with { — 8 when ¢ > 8:

Table 1: Subkey mapping table

Round KOzl KOZ2 Kozg KOZ4 KIzl KIZQ KIzg KLZL KLZR
Actual || K; Kiio | Kivr | Kiga K£+5 Kz{+1 K£+3 Kiii(odd 7) K,i+1+6 (odd 1)
2 2
K’%H(even i) K%H(even i)

4 Components of MISTY1

4.1 Function FL

The F L-function is shown in figure 3. The input to the function F'L comprises a 32-bit data input
X(32) and a 32-bit subkey K L;35y. The input data is split into two 16-bit halves, X7,16) and Xpg(s6)
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where
X32) = Xr6)|| XR(16)-
The subkey is split into two 16-bit subkeys, K L;116) and K L;g(16) where
K Lj;39) = KLip16)|| K Lig(16)-
We define:

Yre)y = (Xrae) N KLizie) © Xr(ie)s
Yiae) = (Yras) U KLigie)) ® Xr(16)-

The function returns the 32-bit value, i.e., Y(39) = Y7(16)||YR(16)-

4.2 Function FL!

The function FL~! is shown in figure 4. The input to the function FL~!; comprises a 32-bit data
input Y(32) and a 32-bit subkey K L;(35). The input data is split into two 16-bit halves, Y7(16) and
YR(IG) where

Yis2) = Y(16) | Xr(16) -
The subkey is split into two 16-bit subkeys, K L;1(16) and K L;p(16) where
K Li32) = KLir16)|| K Lir(16)-
We define:

Xre)y = (Yrue) U KLigs)) @ Yi(16),
Xras) = (Xr@e) N KLizie)) © Yr(is)-

The function returns the 32-bit value, i.e., X(32) = Xr(16)/| Xr(16)-

4.3 Function FO

The function F'O is shown in figure 5. The input to the function F'O; comprises a 32-bit data input
Xi(32) and two sets of subkeys, a 64-bit subkey K O;4) and 48-bit subkey KI;45). The input data
is split into two 16-bit halves, Ly and Ry where

Xi(32) = Lo(ie) || Ro(16)-
The subkeys are subdivided into 16-bit subkeys where

KOisqy = KOj(6)l|KOie)l| K Oi316) || K Osa16) s
KIiugy = Klae)ll K Lioae | K Lize)-
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Then for each integer 7 with 1 < j < 3 we define:

R; = FIL;(Lj 1®KO;;,KI;;) ®Rj 1,
LJ = ijl'

Finally, L3(16) is XORed with KO;4 and concatenated with R3(16). The function returns the 32-bit
value, i.e., Yj32) = (L3(16) ® KOia)||R3(16)- See sections 4.4 for the function F1I.

4.4 Function F1I

The function FI is shown in figure 6. The function FI; takes a 16-bit data input Xj(i6) and
16-bit subkey KI;j16)- The input data is split into two unequal components, a 9-bit left half
Log) and a 7-bit right half Ry where X6 = Lo(g)||Ro(7)- Similary the key KIiji¢) is split
into two unequal components, a 7-bit component K1I;;r7) and a 9-bit componet K1I;;p9) where
KIijae) = Klijrn) || K Lijr(o)-

The function F'I uses two S-boxes, S7 which maps a 7-bit input to 7-bit output, and S9 which
maps a 9-bit input to 9-bit output. These are fully defined in section 4.5. It also uses two additional
functions which we designate ZE() and TR(). We define these as:

Y9) = ZE(z (7)) The function ZE that takes the 7-bit value z(7) and converts it to
a 9-bit value y(g) by adding two zero bits to the most-signigicant
end.

Y = TR(z(g)) The function TR that takes the 9-bit value z(9) and converts it

to a 7-bit value y(7) by discarding the two most-signigicant bits.

We define the following series of operations:

Ly = Ryw), Ry9y = S9(Loge)) ® ZE(Ry(r));
Lyogy = Riw) ® Kljjre), Ryr = ST(Lyr) © TR(Ry9)) © Klijrmy;
Lyny = Ry, R3g) = S9(Lyg)) ® ZE(Ryr));

Finally, L37) and Rj3(g) are concatenated. The function returns the 16-bit value, ie., Y1) =
Ly(7y|| Rag)-
4.5 S-boxes

The two S-boxes have been designed so that they may be easily implemented in combinational
logic as well as by a look-up table. Both forms are given for each table. In the logic equations,
r1Tor3 implies 1 Ny N x3.

4.5.1 S7
Gate Logic:

Yr = T7DTeTa D T7Tax3 B Texa B T7T5T2 D T3T2 D T7Tex1 B T5x1 D T7T2T1 D TaT2x1 D1
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Ye
Ys

Ya

Y3

Y2

U1

TrTs B T7x3 D Tax3 D TeTo D T5T3T2 D X1 D Trx1 D T4T1 D T5X4T1 D T3 L1 D Trxox1 D1
ZTeTs O TrT524 D T3 D T6Z3 O TrTeTs O TrT2 O T7T3T2 O T423%T2 @ TeT1 O TaT1 O TrT4Z1
Dr3r1 @ Tr5T371

T7 DTg D TrTexs D L7y D T5x3 D Tex3To B T5T1 D TeTaT1 D T7x3T1 D Tox1 D1

T5T4 B T7X3 D TexaX3z D To B T5To D TeXsXLa P TrLaxs D TeT1 D TeTaT1 D 32221 B 1

T Dxg DLy D X7Tgks © 7Ty D TeXsLg D LTy D T7X5T3 D T7Lo D T7XgTay @ T4T2 D T7Xy
@:E5:E2.’L‘1

TrTe D T4 D TrT4 O T5T423 D TrT2 D T5T2 @ TuTa O TeTaT2 © T6Z1 D TeZ5T1 O TrT4T1

Szr3r1 @ T52271

Decimal Table:

27
31
11
14
25
89

1
80

4.5.2 59

560 51 90 5659 16 23 84 91 26 114 115 107 44 102 73
36 19 108 55 46 63 74 93 15 64 86 37 81 28 4
70 32 13 123 53 68 66 43 30 65 20 75 121 21 111
85 9 54 116 12 103 83 40 10 126 56 2 7 96 41
18 101 47 48 57 8 104 95 120 42 76 100 69 117 61
72 3 87 124 79 98 60 29 33 94 39 106 112 77 58
109 110 99 24 119 35 5 38 118 0 49 45 122 127 97
34 17 6 71 22 82 78 113 62 105 67 52 92 88 125

Gate Logic:

Yo
Ys
yr
Ys
Ys
Ya
Ys
Y2
A1

Toxs B Toxy D xgTy B xsT3 B T7T3 D x7T2 B TeT2 D xeT1 D 521 D 1

ToZy D Te D T3xg D T7xe D Texs D Tsxg D Toxz @ T7L3 O Lo D Tox1 D Tex1 D Tax1 D 1
Toxg D TgTe D x5 D T9Ts D T7T5 D TeTs D T5Ta D Tox3z D TaT3z D T8Ta D Tex2 D T1

Tg DxgT7 D Trxs DTy D TsTy D TeTy D T5T4 O T4T3 O TgT2 © 322 O 721 D T521

Tg D ToTe © T7Te D ToTa D T6Za D T3 D T7Z3 © T523 O T423 O 322 O T7x1 D 2271

T7 D o D Tgx5 D TeTs D T3xT3 D T5T3 D T2 @ TeTa D TaT2 D T3T2 D T9T1 D T271
TgTg D T D Tgxs D T7Ta D T5T4 D TrT2 D TaZo D x1 D Tox1 D T5T1 D T3T1 D T2x1 D1
Tg D Xgxs D T3y D TrLg D 9Ty D Ty D TgTs D TeXz D Toks D T5To D X3xs P rgx1 D1

Tg D Xgxg D T3y D Ty D L9y D T7xg D TeTs D 4T3 D Togks D TgT1 D Tex1 P 321 D 1
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Decimal Table:

451
199
331
1
467
231
71
317
481
101
265
195
329
253
189
327
391
202
269
14
215
426
321
114
469
24
319
188
61
448
459
120

203
330
338
1567
221
364
88
423
361
104
144
479
455
246
290
93
493
37
118
496
187
323
60
394
63
375
452
194
465
169
310
0

339

55
466
248
482
182
127
357
381
153
412

54
372
160
137
275
407
186
276
119
102
379
505
170
457
100
208
201
128
285
383
172

415
126

15
416
296
249
420

59

49
336
449
238

62
367
210
461

57
401
427

77
462

86
320
150
487
207

21
371
168
432

70
272

483
235

43
365
480
216
308

66
384

40
494
315
131
399
121
447
254
117
378
252
397

42
277
428
109

393

87
422
225
350

233
356

48
499
236
337
297
218
266

435
240
439
138

18
353
471

19
268
134
146
358
341
239

68
256
255
501
441
205

30
292

251
403
314

28

89
257
132
402
148
380
309
147
142
342

51
421

39
262
484
139
453
212
282

69

56
409
411
116
354
243
a77

53
472
229
326
145
332
349
206
474
183
362

73
454
155
106
377
395

47
345
179
111
507
417
123

20
304
166
460
328

92
230
444

385
163
273
125

17
259
413
193
390

36
374
154
174
316
322
158
198
429

84
369

22
333
408
141
177
346

67
486
217
258
311
162

185
286
312
209
303
184
434
107
318

25
223
438

16
263
237
436
156
370
287
191

74
404
213
325
363

136
424
261

91
506
234

279

85
398
130

38
340
419
1569
284
222
485
105
149
359
368
204
208
475

75
270
161
410
294

83
171
288

80
405

98
473
389
112

491
44
99

490

220

299
72

497
96

295

392

129

495

1562

283
34

334

192

196

260

313

135

431
95

181

443

351
31

122

324

140

508

307

29
227
387
176
430
124
300
373
219
197
293

78
464
226
306
108
267
446
151
175
504

97
376

90
445
488

65

33
502
143
278

418
200
301
396

23

81
388
463
228
366

11
242
489
335

26

52
470
247
347
241
291
302
178
386
224
289

13
511
173

64
348

45
355
500
244
271
113
458
250
103
425
478

94
509

344
232
498
245

41
352
400
167
343

46
456

79
115
442
274
165
437

76

211
280

27
414
503

12

35
406
281

82
433
180
133
510
305

110
492
164
360

10
440
476

32
468
214
382

50
264

58
190
450

10
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A Figures of the MISTY1 Algorithm

F)( 64)
Loca) l Roca2)

KL n+1 KL n+2

Lhii(32) l Ry1(32)

C( 64)

Figure 1: Encryption Procedure of MISTY1

11
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Coa

Ln+1(32) l Rn+1(32)
KL 2 —»FL ne2 7 KIn . KO, FL e KLy
Ln(32) R1(32)
L. 1(32) n-1(32)

KL n

Locsz) l Rosz)

Figure 2: Decryption Procedure of MISTY1
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X3z

XL( 16) l

KLj 16)7j
D), |
I \

)
XR( 16)

D
A\

KLiRr(16) |

A
\V

YL( 16) l YR( 16)

(32)

Figure 3: FL;

X(32)

0(16) 0(16)

KOi 1—¢

Kl i 1—{FI

\;‘

1(16) 1(16)
KOi 2—©®
Kl i 2—{Fl i7]
L — Ry1e)
KOi 3—©

Kl i3—{Fl i3

Lo g

3(16) 3(16)
KOi 4——®

]
Y (32)

Figure 5: FO;

Version 1.00

Y(32)
YL( 16) l YR( 16)
KLircaey ||
D—
KL. |
i L(16)
A—P
XL( 16) l XR(16)
(32)
Figure 4: FL7Y;
X (16)
I‘0(9) l R0(7)
S9

zer o-ext end

Lo

:

truncate

Ric9)

Kl ijL—— e —

L2g9)
S9
zer o- extend
Lacn %
Y(le)

Figure 6: FI;;

Ry

Rs(g)

Kl ijR
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FIJ FIJ FIJ FIJ FIJ FIJ FIJ/FIJ

K1 K2 K3 K4 Ks K'e K7 K7
Figure 7: Key Scheduling

B Test Data

The following is test data for MISTY1 with eight rounds in hexadecimal form:

Key (K; to Kg) 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff
Subkey (K{ to Kg) cf 51 8e 7f 5e 29 67 3a cd bc 07 d6 bf 35 5e 11
Plaintext 01 23 45 67 89 ab cd ef

Ciphertext 8b 1d ab f5 6a b3 d0 7c



